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TwoWay AUTHENTICATION

Cos'e e cosa fa il nostro plug-in
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La Basic Authentication non e sufficiente:
Time-based One-time Password



https://en.wikipedia.org/wiki/Time-based_One-time_Password_Algorithm
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Authentication

General OpenSSO CAS NTLM LDAP OpenlD Facebook g | Google

Configuration -,3 Two Way Authentication is mandatory for all users

Select the authentication mode

Settings for the twilio sms service (should be taken from your account on http://www.twilio.com)

WhitelP List
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Control Panel

TT  Test

My Account

Account Settings
Two Way Authentication Configuration 17:42:52
Please configure your Authenticator with a secret key 'kpmNCGQDbrHHheqF' then generate the verification code.
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Authenticator
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My Profile

My Dashboard

Sign Out
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E Liferay L Account Settings @
Control Panel

TT Test Two Way Authentication is enabled [application mode with label Liferay (test@liferay.com)]

My Account

Account Settings . . .
g Application Specific Passwords

_-W""‘”"-

Application name Created i Last used
Liferay Sync 13/09/2017 15:53 ~r

Generate new applicati
Backup codes

Enter a name to help you renf
My Profile

My Dashbeard
Backup codes

1. 96811147 6. 51237607

Sign Out

2. 41070501 7. 07037498

3. 94278209 8. 88767388
4. 30353125 9. 30254150

5. 50756717 10. 11997642
| | Printed: 9/13/17
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Sign In
Liferay Welcome Q
< SignIn
Please verify your mobile device time settings according to your timezone. Server time is: 17:49:56
Verification code % ‘
\ -]
| Force authentication by email
+ Create Account @ Forgot Password Slgn In ><
Powered By Liferay Email Address
test@liferay.com
Password

[ Remember Me

+ Create Account @ Forgot Password
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D Auth method to enable

M ...............................................................................................................................................................
| OTP Mandatory
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U Auth method choice
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Force OTP by email :
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FROM LIFERAY 6 TO DXP

Si stava meglio quando si stava peggio?



yauthenticationl tionc
@ src/main/java
» g com.google.android.apps.authenticator
» g com.threadsolutions.liferay.twowayauthentication.login.hook.action
» g com.threadsolutions.liferay.twowayauthentication.login.web.portlet.action
» 8 com.threadsolutions.liferay.twowayauthentication.util
» g com.threadsolutions.liferay.twowayauthentication.util.exception
» g com.threadsolutions.liferay.twowayauthentication.util.sms
» 8 org.openauthentication.otp
» =i JRE System Library [J: 1.7]
> =i Project and External Dependencies
> e lib
> &y src
@ bnd.bnd
G build.gradle

Ty

TRUTTURA DEL PLUGIN:
©.X vs. DXP

v &% twowayauthenticationloginjsphook
@ src/main/java
> B3 com.threadsolutions.liferay.twowayauthentication.login.hook.portlet
> f3 com.threadsolutions.liferay.twowayauthentication.util
> #3 com.threadsolutions.liferay.twowayauthentication.util.exception
¥ & src/main/resources
> g} content
¥ &5 META-INF
¥ [y resources
[z login.jsp
> =) JRE System Library [Jz 7
* @ Project and External Dependencles
> Eysre
&% bnd.bnd
3 build.gradle

¥ ik two-way-authentication-portlet
¥ i docroot/WEB-INF/src

» Hj com.google.android.apps.authenticator
» Hj com.threadsolutions.liferay.twowayauth.dto
#1 com.threadsolutions.liferay.twowayauth.hook.action
> E com.threadsolutions.liferay.twowayauth.hook.authenticator
> g3 com.threadsolutions.liferay.twowayauth.hook.exception
» i com.threadsolutions.liferay.twowayauth.model.impl
» g} com.threadsolutions.liferay.twowayauth.portlet
» g} com.threadsolutions.liferay.twowayauth.service.base
» g} com.threadsolutions.liferay.twowayauth.service.impl
* i com.threadsolutions.liferay.twowayauth.service.persistence
» g3 com.threadsolutions.liferay.twowayauth.sms
» g3 com.threadsolutions.liferay.twowayauth. util
> fj content
> 3 org.openauthentication.otp
- META-INF
ortal.properties
[ portlet.properties
[ service.properties
# docroot/WEB-INF/service
=h Web App Libraries
=i Liferay v6.2 CE (Tomcat 7) [Liferay v6.2 g
=) JRE System Library [jre1.6.0
=k Liferay Portlet Plugin API
fmdocroot
P Ewcss
¥ & custom _jsps
¥ gy heml
v gu portlet
» o login
» i portal_settings
» Fyusers_admin
» g html
> Eyicons
=11
> @y logsettings
> 5 META-INF
¥ &y WEB-INF

> gy lib

java.policy

(4 portlet.xml

&7 service.xml

¥3 web.xml
3 build.xml

zj twowayauthenticationuseradminconfigurationweb
¥ & src/main/java
» #3 com.google.android.apps.authenticator
» #3 com.threadsolutions.liferay.twowayauthentication.users.admin.web.portlet.action
b #3 com.threadsolutions.liferay.twowayauthentication.users.admin.web.servlet.taglib.ui.portlet
» #1 com.threadsolutions.liferay.twowayauthentication.users.admin.web.util
> #3 com.threadsolutions.liferay.twowayauthentication.util
> 1 com.threadsolutions.liferay.twowayauthentication.util.sms
» #3 org.openauthentication.otp
> (% src/main/resources
» @\ JRE System Library [Ja 7]
> =i Project and External Dependencies
» gy lib
¥ Eysrc
&% bnd.bnd
@G build.gradle

v &7 twowayauthenticationportalsettingsauthenticationweb
¥ & src/main/fjava
» 3 com.threadsolutions.liferay.twowayauthentication.util
> H3 com.threadsolutions.liferay.twowayauthentication.web.internal.configuration
> H3 com.threadsolutions.liferay.twowayauthentication.web.internal.portlet.action
» #3 com.threadsolutions.liferay.twowayauthentication.web.internal.servlet.taglib
¥ (# src/main/resources
> 5 content
¥ & META-INF
¥ [y resources
¥ [ portal-settings
¥ iy authentication
[E) twowayauthentication.jsp
> @\ JRE System Library [J
> @\ Project and External Dependen(les
» Eysrc
% bnd.bnd
& build.gradle

+ &% twowayauthenticationservicebuilder
7 twowayauthenticationservicebi
> i sr¢/mainfjava
» @i JRE System Library|
> = Project and External Dependencies
> g src
& bnd.bnd
G build.gradle
v 8% twowayauthenticationservicebuilder-service
> % src/mainfjava
@ src/main/resources
> mi JRE System Library [
» & Projectand Ex[emalDependencles
» Gy src
& bnd.bnd
G build.gradle
ervice.xml
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SERVICE BUILDER

v &2 strongauth-servicebuilder
G build.gradle
¥ &% strongauth-servicebuilder-api

» =) JRE System Library [JavaSE-1.8] U i

: / : vale ma diverso
* =\ Project and External Dependencies 9
> £ SrC X APl

@ bnd.bnd X Service
(5 build.gradle

v &2 strongauth-servicebuilder-service
» =) JRE System Library [JavaSE-1.8]
* =\ Project and External Dependencies

=31«
% bnd.bnd
(5 build.gradle
g+ service.xml
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FRAGMENT (JSP Hook)

% strongauth-loginjsphook 2

: strongauth.loginjsphook
l1.8.8

File bnd.bnd

X  Parametro Fragment-Host

: com.liferay.login.web

‘% portal-master 3

: Liferay Login Web
: com.Lliferay.login.web

l1.0.8

A
javax.net.ssl,\

Liferay-Releng-Module-Group-Description:
Liferay-Releng-Module-Group-Title:




ActioN CoMMAND HOOK

[J] strongAuthLoginActionCommand.java

package com.liferay.strongauth.loginactioncommand.portlet;
# import com.liferay.login.web.constants.LoginPortletKey

t(
immediate = true,
property = {
o portlet.name=" + LoginPortletKeys.FAST_LOGIN,

Extends MVCActionCommand

X  Utilizzo dellannotation @Component

ht
protected void doProcessAc
ActionReguest package com.liferay.login.web.internal.portlet.action;
_log.info{"StrongAuthLd

@ impoert com.liferay.login.web.internal.constants.LoginPortletKeys;[]

.portlet.nam + LoginPortletKeys.FAST LOGIN,
.portlet.nam
ommand . name

service = MVCActionCommand.class

public class LoginMVCActionCommand extends BaseMVCActionCommand {




1) StrongAuthUserAdminConfigurationWebFormNavigator.java &

® import con.liferay.portal.kernel.language.LanguageUtil

nt(
immediate
property
service

true,
form.navigator.entry.order:Integer
FornNavigatorEntry.class

protected String getJspPath() {
return "/user/strongauth.jsp";

public String getCategorykey() {
return FormNavigatorConstants.CATEGORY KEY USER IDENTIFICATION;

public String getKey() {
return "StrongAuthentication”;
3

public boolean isvisible(User r, User seluser)

ic String getFormNavigatorId() {
return FormNavigatorConstants.FORM_NAVIGATOR ID_USERS;

e) {l]

public void include(HttpServletRequest req

public String getLabel (Locale loc
HttpservletResponse r

(0sgi.web.symbolicname-strongauthuseradninconfigurationy

)
public void setServletCon rvletcontext) {

super. setServietConte:

package com.liferay.strongauth.useradminconfigurationweb.serviet.taglib.ui.portlet;

public class StrongAuthUserAdminConfigurationiebFormNavigator extends BaseJSPFormNavigatorEntry<uUsers {

|31 UserPhoneNumbersFormNavigaterEntry.java 2

@ import com.liferay.portal.kernel.model.User;[]

{"form.navigator.entry.order: Integer-76"},

service - FormNavigatorEntry.class

public class UserPhoneNumbersFormNavigatorentry
extends BaseUserFormNavigaterentry {

ic string getCategoryKey() {
return FormNavigatorCenstants.CATEGORY_KEY_USER_IDENTIF.

ic string getKey() {
return "phone-numbers” ;

ic boolean isvisible(User user, User sel
if (seluser
return false;

return true;

protected String getdspPath() {
/user/phone_numbers. jsp";

Extends FormNavigatorEntry

X  Utilizzo dellannotation @Component
X ogetCategoryKey
X getFormNavigatorld

UserldentificationFormNavigatorCategory.java &

package com.liferay.users.admin.web.servlet.taglib.ui;

#import com.liferay.portal.kernel.language.LanguageUtil

nent
property
service

{"form.navigator.category.order: Integer.
FormNavigaterCategory.class

public class UserTdentificationFormNavigator
implements FormNavigatorCategory {

teqory

ﬁublic String getFormNavigatorId() {
return FormNavigatorConstants.FORM_NAVIGATOR_ID USERS;

public String getKey{) {
return FormNavigatorConstants.CATEGORY KEY USER IDENTIFICATION;



EsTeENSIONE CONTROL PANEL

|1 strongAuthPortalSettingsAuthenticationDynamicincludePortlet.java

package com.liferay.strongauth.web.internal.servlet.taglib;
@®import com.liferay.portal.kernel

(
immediate true,
property = {"port settings.authentication.tabs.name=StrongAuthentication"},

R S Extends Dynamicinclude

public class StrongAuthPortalSettingsAuthenticationDynamicIncludePortlet extends BaselSPDynamicInclude

. X  Utilizzo dellannotation @Component

e 2
protected String getJspPath() {

return "/portal-settings/authentication/strongauth.jsp";
¥

protected Log getlLog() {
return _log;
il

3] PortalSettingsOpenldAuthenticationDynamicinclude.java
target "(osgi.web.symbolicname=strongauthportalsettingsauthentication @mport-con UHIaTay Aontal Keimel Tou. Lan
unbind = "-"

protected void setServletContext(ServletContext
super.setServletContext( xt);

1t
immediate true,
property = {"portal.settings.authentication.tabs.name=openid"},
service = DynamicInclude.class

public class PortalSettingsOpenIdAuthenticationDynamicInclude
extends BaselSPDynamicInclude {



3.

CoNTROL PANEL ADD—ON

Estendere il pannello di controllo






4.

MIGRATION MAIN TROUBLES

Il buono, il brutto ed il cattivo



)

LET'S REVIEW OUR MAIN TROUBLES

- i

OSGI Dependencies Marketplace submission Deploy from Marketplace
Problemi con gestione delle Bug JOK 7 (risolto) Gestione moduli scaricati (utile per
dipendenze debug e test)

(Framework a noi nuovo)



PACL

Not yet available!!



MARKETPLACE:

TwoWay Authentication - DXP and 7.0

INFO:

info@threadsolutions.com

‘QEPO(SHE_

StrongAuthentication LP 7.0



https://web.liferay.com/it/marketplace/-/mp/application/86456704
https://bitbucket.org/threadsolutions/strongauthentication/
mailto:info@threadsolutions.com

THANKS!

Any questions?

nmarco.conzatti@thread.solutions



